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This document covers some of the basic requirements you will need to get office 365 working with
Spambrella. Please note this does not cover setting up users, filters or any of the other settings that
can be customised.

The Spambrella™ Office 365 Setup Guide

Mail Delivery

First you will need to get the MX Record listed on Office 365 under Settings > Domains > ‘Select
Domain’ > MX Record.

This is the record you will be putting into Spambrella as the destination that will replace the current
destination you have listed.

Verifiad by TXT revow
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You will also need to set the sending server to use Office 365 — this is necessary for the outbound
portion of the service.

SENDING SERVERS

e Swning Server Hosted Services *

SENDING SERVER
Manage Hosted Services

Automatically manage IP ranges for select hosted email service providers. Simply select your provider
from the list below. Updates are performed daily.

Available hosted services:

Office 365 O

Google Apps

Save Cancel

4

Receive Connector

Back in Office 365 please navigate to the Exchange Admin Center to add a Receive and Send

Connector (send connector only required if you are using Outbound services). Select Mail Flow >
Connectors > New (+ symbol).

@ You're managing Spambrella.onmicrosoft.com. When you're finished, please close this window.

:

Exchange admin center

dashboard rules message trace accepted domains remote domains

recipients
permissions Connectors help control the flow of email messages to and from your Office 365 organization. However, because most organizations don't need to use connectors, we recommend that you first check to see if you should create a connector.
5 .

compliance management Want to help us improve connectors? Just send us feedback and let us know what you liked, didn't like, or what we can do to make your experience better.

)
organization @" =

STATUS & NAME FROM 0

protection
mobile
public folders

unified messaging

hybrid

1 selected of 2 total Feedback

Copy the settings as shown below:
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B¢ New Connector - Google Chrome — O X v’y
& Secure | https://outlook.office365.com/ecp/@Spambrella.onmicrosoft.com/Connectors/ConnectorSele &

Select your mail flow scenario

Specify your mail flow scenario, and we'll let you know if you need )

to set up a connector. Learn more Office 365: Your cloud =
email subscription.

From: - "

| Part ati . Your organization's email

artner organization server: This is an email

server that you manage.

To:

It's often called an on-

Office 365 v < premises server.

Creating a connector is optional for this mail flow scenario. Create | Partner organization: A

a connector only if you want to enhance security for the email partner can be an
messages sent between your partner organization or service organization you do
provider and Office 365. You can create multiple connectors for business with, such as a
this scenario, each applying to different partner organizations or bank. It can also be a
service providers. Learn more about enhancing email security cloud email service

provider that provides
services such as
archiving, anti-spam, and
so on.

Next ‘ I Cancel

Edit Connector - Google Chrome - [m] X
g

& Secure \ https://outlook.office365.com/ecp/@Spambrella.onmicrosoft.com/Connectors/InboundPartnerConnector.aspx?ActivityCorrela &

Edit Connector

This connector enforces routing and security restrictions for email messages sent from your
partner organization or service provider to Office 365.

*Name:

Description:

What do you want to do after connector is saved?
Turn it on

Next | ’ Cancel
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L4 Edit Connector - Google Chrome

- [m} X

& L <,

@ Secure | https://outlook.office365.com/ecp/@Spambrella.onmicrosoft.com/Connectors/InboundPartnerConnector.aspx?ActivityCorrela & Y —

Edit Connector

How do you want to identify the partner organization?

Specify whether you want to use a domain or IP address to identify the partner organization.
Learn more

(O Use the sender's domain

(® Use the sender’s IP address

Back || Next || cancel |

The IP ranges used differ depending on if you are using the US or EU data centres. The IP ranges are:

usS DC

67.231.152.0/24
67.231.153.0/24
67.231.154.0/24
67.231.155.0/24
67.231.156.0/24
67.231.144.0/24
67.231.145.0/24
67.231.146.0/24
67.231.147.0/24
67.231.148.0/24
148.163.128.0/19

91.209.104.0/24
91.207.212.0/24
91.207.213.0/24
62.209.50.0/24
62.209.51.0/24

Please enter all the IP ranges for your data centre to allow traffic through.
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& Secure | https://outlook.office365.com/ecp/@Spambrella.onmicrosoft.com/Connectors/InboundPartnerConnector.aspx?ActivityCorrela &

Edit Connector

What sender IP addresses do you want to use to identify your partner?

Specify the sender IP address range.

Specify IP address ranges
that this connector applies
to.

Back ‘ ‘ Next ‘ ‘ Cancel

L4 Edit Connector - Google Chrome - a X
& Secure | https://outlook.office365.com/ecp/@Spambrella.onmicrosoft.com/Connectors/InboundPartnerConnector.aspx?ActivityCorrela &

Edit Connector

What security restrictions do you want to apply?

@ Reject email messages if they aren't sent over TLS

[ And require that the subject name on the certificate that the partner uses to
authenticate with Office 365 matches this domain name

IExamp!e: contoso.com or *.contoso.com

Back | ‘ Next H Cancel
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@ Secure | https://outlook.office365.com/ecp/@Spambrella.onmicrosoft.com/Connectors/InboundPartnerConnector.aspx?ActivityCorrela &

Edit Connector

Description
None

Status

Turn it on after saving
How to identify your partner organization

Identify the partner organization by verifying that messages are coming from these IP
address ranges:

Security restrictions
Reject messages if they aren't encrypted using Transport Layer Security (TLS).

-
=

Verify you are happy with the settings and click ‘Save’. The Receive Connector is now complete. The
send connector is set in a similar way. Select ‘New’ and follow the instructions shown below.

Send Connector

4% New Connector - Google Chrome - m} X

@ Secure | https://outlook.office365.com/ecp/@Spambrella.onmicrosoft.com/Connectors/ConnectorSele &

Select your mail flow scenario

Specify your mail flow scenario, and we'll let you know if you need
to set up a connector. Learn more

From:

| Office 365 v
To:

‘ Partner organization v ‘

Creating a connector is optional for this mail flow scenario. Create
a connector only if you want to enhance security for the email
messages sent between Office 365 and your partner organization
or service provider. You can create multiple connectors for this
scenario, each applying to different partner organizations or
service providers. Learn more about enhancing email security

Next ‘ ’ Cancel
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@ Secure | https://outlook.office365.com/ecp/@Spambrella.onmicrosoft.com/Connectors/OutboundConnector.aspx?ActivityCorrelationll &

Edit Connector

This connector enforces routing and security restrictions for email messages sent from Office
365 to your partner organization or service provider.

*Name:

Description:

What do you want to do after connector is saved?
¥ Tumniton

Next | ‘ Cancel

Selecting a wild card means all mail will be sent through Spambrella.

&% Edit Connector - Google Chrome - [m] X
g

& Secure \ https://outlook.office365.com/ecp/@Spambrella.onmicrosoft.com/Connectors/OutboundConnector.aspx?ActivityCorrelation|C [c}

Edit Connector

When do you want to use this connector? Select this option only if
you created a rule that

redirects email messages to

[2) Only when | have a transport rule set up that redirects messages to this
this connector.

connector
® Only when email messages are sent to these domains Y
earn more

+ /-

[

Back ‘ ’ Next ‘ ’ Cancel
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& Secure \ https://outlook.office365.com/ecp/@Spambrella.onmicrosoft.com/Connectors/OutboundConnector.aspx?ActivityCorrelationll @&
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Edit Connector

How do you want to route email messages?

Specify one or more smart hosts to which Office 365 will deliver email messages. A smart host
is an alternative server and can be identified by using a fully qualified domain name (FQDN) or

an IP address. Learn more Select to send messages to
) . the MX record destination
Use the MX record associated with the partner's -
domain for the targeted recipients.

(® Route email through these smart hosts

+ /-
e e ame

Back ‘ ‘ Next | ‘ Cancel

Edit Connector - Google Chrome - a X
g

& Secure | https://outlook.office365.com/ecp/@Spambrella.onmicrosoft.com/Connectors/OutboundConnector.aspx?ActivityCorrelationlL &

Edit Connector

Confirm your settings

Before we validate this connector for you, make sure these are the settings you want to
configure.

Mail flow scenario
From: Office 365

To: Partner organization

Name
Spambrella

Description

None

Status

Turn it on after saving
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L4 Edit Connector - Google Chrome

- [m] X

& Secure \ https://outlook.office365.com/ecp/@Spambrella.onmicrosoft.com/Connectors/OutboundConnector.aspx?ActivityCorrelationlC o} Y '/

Edit Connector
Validate this connector

We'll validate this connector for you to make sure it works as expected, but first you'll need to
provide one or more email addresses so we can send a test message.

Specify an email address for your partner domain. You can add multiple addresses if your
partner has more than one domain.

+ 7 -

’ Back ‘ | Validate ‘ | Cancel

Once you have entered an email address, click the validate button.
You are now setup with Office 365.

If you have any further questions please email support@spambrella.com for assistance.
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