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Add entry to Organization Blocked Sender List 

1. Click the Company Settings tab.
2. Click the Sender Lists tab.

3. Enter the address or domain into the Blocked Sender List text area. You can add multiple 
entries by using a comma, semi-colon or one per line.

4. Click Save. 

Note: Sender Lists are available at the organization, group and user level. To add an entry to a group or 
user, navigate to the user profile and you can follow the same steps as outlined above. 

Domains 

Every Internet email address includes a domain, which specifies where mail should be sent. For instance, 
the address joe@mycompany.com directs a message to the user Joe in the domain mycompany.com. In 
order for a domain to receive filtering from the message filtering service, that domain must be added to 
one of the organizations in your service. At least one domain was added as part of customer creation 
process.  

Adding a domain to an organization facilitates the following: 

• Allows the message-filtering layer to accept mail traffic for the domain.
• Associates the domain with a destination configuration, which holds delivery information for 

your mail server and any failover sites that are enabled.
• Associates the domain with a destination.
• Sets a default domain for new users. 
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• Associates the domain with an organization’s default settings for functionality such as SMTP 
Discovery, Active Directory Discovery and filtering. 

When you associate a domain with an organization, keep the following in mind as you decide in 
which organization you want to locate a domain: 

a) All domains must deliver email to the same destination servers in order to qualify as alias domains.
b) Domains should only have failover destination sites defined if the failover site is available at all 

times.
c) The system will prevent you adding users without having previously added the domain associated 

with the user address.
d) An administrator must have authorization over the organization containing the domain to manage 

the users and domain.
e) A domain and its users must be in the same organization.
f) You cannot add a domain that has already been previously added to the platform. 

Domain Purpose 
Domain purpose is used to differentiate between domains that are used for email relay and domains that 
are used for management purpose only. Domain purpose is a required when creating a new domain. 

For OEM Partners, Strategic Partners and Channel Partners, the default domain purpose will be 
management. The purpose can be changed when creating or editing a domain.  
For Organizations, the default domain purpose will be Relay. The purpose can be changed when creating or 
editing a domain.  

Domain Verification 
Domain verification is used to verify the ownership of a domain that is intended for relaying email. 
Spambrella provides two ways to verify ownership: 

• Add a DNS record (TXT) to the domain’s configuration

• Add a custom a META tag to the homepage associated to the domain 

Domain verification is required for all domains email relay. Once a domain has been verified it does not 
need to be verified again. 

Searching for a Domain 
If you manage a large number of domains, you can find them by using the Search field on the top of the page 
or by using the search field in the customer list. The returned results will present the organization name in 
which the searched domain match is located. When you run a search, you see all the organizations that 
contain domains matching your search criteria. Search results show up to 1,000 results. If necessary, the 
results are displayed on multiple pages.  

To view the domains for a specific organization: 

1. Click on Company Settings
2. Click on Customers

3. Click on the customer name

By clicking on the customer name you will be directed to the customer site and see the customer 

Profile page. 
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4. Click on Domains
Follow these steps to add a domain before you change your MX records for that domain. If you change your 
MX records before these steps are completed, you may lose mail.  

To add a domain: 

1. Click on New Domain
2. Enter the domain name

3. Change the domain purpose (Optional)

If domain purpose is management than proceed to step 6.

4. Enter the destination IP address or hostname for the domain
5. (Optional) Enter the failover IP address or hostname for the domain

6. Choose the method you wish to use for domain verification

Verify by TXT record: Verify domain by adding a DNS (TXT) record to your domain’s 

configuration Verify by META Tag: Verify domain by adding a custom META tag to the 

homepage of your domain 

To verify domain by adding a DNS (TXT) record to your domain’s configuration 

1. Choose "Verify by TXT record" from the verification method list
2. Copy the value displayed on the screen (i.e., ppe-7c123438b96cd00aa17e)
3. Click on Verify Later
4. Open a new tab or browser window
5. Login to your DNS provider's website
6. Go to your provider's domain management window - this may be called DNS Settings, Control 

Panel,  Advanced Settings, etc.
7. Add a new entry to your DNS

• Type = TXT
• Host = @
• Value/Answer/Definition = Paste value from clipboard
• TTL = 3600 seconds / 1 hour

8. Ensure that you save the change
9. Return to Spambrella
10. Click on the Edit icon next to the domain you wish to verify
11. Click on Verify Now
12. Confirm that the verification status value associated with the domain is verified 
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To verify domain by adding a custom META tag to the homepage of your domain 

1. Choose "Verify by META tag record" from the verification method list
2. Copy the value displayed on the screen (i.e., <meta name="ppe-verify" content="ppe-

f01321e1e822fcd1e7a8">)
3. Click on Verify Later
4. Open a new tab or browser window
5. Open your website homepage HTML file using any text or HTML editor
6. If your web host uses a web-based page editor (i.e., WordPress, Squarespace, etc.), open your  

homepage in their editor
7. Paste the content from your clipboard into the <head> section that’s before the first <body> 

section
o If you’re unsure how to add meta tags with a web-based page editor, contact your 

web  host’s technical support team
8. Open your website homepage in a browser and view the source to confirm the content has 

been  added
9. Return to Spambrella
10. Click on the Edit icon next to the domain you wish to verify
11. Click on Verify Now
12. Confirm that the verification status value associated with the domain is verified 

Domain changes are reflected system wide every half hour. To test a domain: 

1. Click on the test icon next to the domain you wish to test
2. Review test results

MX Records: Will check the MX records for the domain and indicate whether they are correct 
(pointing to the Spambrella service).

SMTP Destination: Will check to ensure Spambrella can connect to destination over port 
25. Domain Verification: Will report domain verification status.

3. Click on Close 

To edit a domain: 

1. Click on the edit icon next to the domain you wish to edit
2. Make appropriate changes

3. Click on Save

Domain changes are reflected system wide every half hour. 

To delete a domain: 

1. Click on the delete icon next to the domain you wish to delete Domain changes are reflected 

system wide every half hour.

Outbound Filtering 
The Spambrella platform will accept email for outbound relay when the following conditions are met:
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1. Email sent from a Preregistered static IP address.
2. Email is sent from a registered domain corresponding to the Preregistered static IP address.
3. The Email is sent from a registered users email address (unless SMTP Discovery is enabled). 

Before you can add an outbound IP address, make sure the Outbound filtering option is enabled. 

To enable outbound filtering feature: 

1. Click the Company Settings tab.
2. Click on the Features tab.
3. If the Enable Outbound Relaying checkbox is unchecked, check it.
4. Click Save. 

To add an outbound IP address: 

1. Click the Company Settings tab.
2. Click the Domains tab.
3. Click Add New Sending Server.
4. Type in the IP address.
5. Click Save.
6. Repeat for additional addresses. 

In addition to adding a standard IP address Spambrella also supports CIDR notation (A.B.C.D/n). Simply 
type in the CIDR value in the text field provided. 
Domain changes are reflected system wide every half hour. 

To edit an outbound IP address: 

1. Click the Company Settings tab.
2. Click the Domains tab.
3. Click Edit next to the IP you wish to edit.
4. Update the IP address.
5. Click Save. 

Domain changes are reflected system wide every half hour. 

To delete an outbound IP address: 

1. Click the Company Settings tab.
2. Click the Domains tab.
3. Click Delete next to the IP you wish to edit. 

Domain changes are reflected system wide every half hour. 

Managed Hosted Services 
If the organization uses a managed hosted service, such as Office365 or Google Apps, than 
Spambrella can automatically manage the service IP addresses. 

To enable a hosted service: 

1. Click the Company Settings tab.
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2. Click the Domains tab.
3. Click the Manage Hosted Services button.
4. Click the enable control.

5. Click Save.

Once enabled the service will appear in the Sending Servers table. 

To view the current list of IPs for the Managed Service: 

1. Click the Company Settings tab.
2. Click the Domains tab.
3. Click the View button.
4. Click the Close button to close the window. 

To remove a previously enabled managed service: 

1. Click the Company Settings tab.
2. Click the Domains tab.
3. Click the delete button next to the managed service you wish to remove. 

To disable a previously enabled managed service: 

4. Click the Company Settings tab.
5. Click the Domains tab.
6. Click the Manage Hosted Services button.
7. Click the disable control.

8. Click Save.

Once disabled the service will be removed from the Sending Servers table. 

URL Defense 

URL Defense protects companies from accessing known malicious sites by locating and replacing URLs 
found within the message body with a separate URL. If users click on a known malicious URL instead of 
being directed to the original URL they are instead directed to a page informing that the site is not safe 
and been blocked.  

To configure DKIM settings: 
DKIM is an email validation system designed to detect email spoofing. It provides a mechanism 
to allow mail systems to check that incoming mail from a domain has not been modified during 
transport. Many hosted mail systems today employ this technique in their email delivery 
process. If this setting is enabled URLS found in DKIM signed messages will be re-written. 

1. Click on Company Settings

2. Click on URL Defense

URL Defense must be enabled in order to see this tab.

3. Check the checkbox to re-write DKIM signed messages
4. Click on Save 
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To	
  re-­‐write	
  URLs	
  that	
  are	
  not	
  located	
  in	
  an	
  anchor	
  tag:	
  
Anchor tags <a> are used in HTML to tell a browser or email client where to direct the user when a 
piece of content, such as a website URL, is clicked. If this setting is enabled, these links will be re-
written. 

1. Click on Company Settings
2. Click on URL Defense
3. Check the checkbox to re-write URLS that are located in an anchor tag
4. Click on Save

To	
  exclude	
  domains	
  from	
  being	
  re-­‐written:	
  
Companies can specify one or more domains and/or IP addresses that, when found in a message 
URL, will not be re-written. 

1. Click on Company Settings
2. Click on URL Defense
3. Type in the domain or IP into the text area field provided
4. Click on Save

Separate entries by including a comma, semi-colon or putting entries on each line.

To	
  exclude	
  all	
  active	
  domains	
  associated	
  with	
  your	
  company:	
  

1. Click on Company Settings
2. Click on URL Defense
3. Check the checkbox to exclude all active domains associated with the organization
4. Click on Save

To	
  exclude	
  re-­‐writing	
  emails	
  that	
  are	
  sent	
  by	
  specified	
  senders:	
  
Emails sent by specified senders and/or sender domains will not be re-written. 

1. Click on Company Settings
2. Click on URL Defense
3. Enter the email address or domain of the sender that you wish to exclude
4. Click on Save

To	
  exclude	
  re-­‐writing	
  bare	
  IP	
  address	
  in	
  plain	
  text:	
  
Bare IP addresses are IP addresses that do not include any http:// or ftp:// reference. They are 
typically found in automated emails (logs) but may be automatically re-written. As a result, the IP 
address is obfuscated from the email and is more difficult to locate. 

1. Click on Company Settings
2. Click on URL Defense
3. Check the checkbox to exclude re-writing bare IP addresses
4. Click on Save

To	
  exclude	
  re-­‐writing	
  URLS	
  in	
  plain	
  text	
  emails:	
  
1. Click on Company Settings
2. Click on URL Defense
3. Check the checkbox to exclude re-writing URLs in plain text emails
4. Click on Save
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Spam 

Spam filtering is enabled by default. However, customers can customize spam settings to be more or 
less aggressive.  

To view spam threshold: 

1. Click on the Company Settings tab.

2. Click on the Spam tab.

The current spam threshold will be seen next to “Current Trigger Level”. 

You can adjust the sensitivity of the spam-filtering engine by lowering or increasing the current trigger 
level. The lower the number the more aggressive the filter, the higher number the less aggressive. 

To adjust spam threshold: 

1. Click on slide control button.
2. Move left to increase sensitivity or right to decrease sensitivity. 

Quarantine Bulk Email 
If this option is enabled, Spambrella will quarantine emails that are detected as being “bulk” email. 

Quarantine email suspected of being phish 
If this option is enabled, Spambrella will penalize emails to a degree that they will likely be quarantined.  

Require administrator privileges to release suspected phishing email 
If this option is enabled, end-users will be unable to release emails that have been quarantined as a result 
of a high phish score. 

Stamp & Forward 
If this option is enabled, Spambrella will still filter messages for spam. However, instead of moving 
suspected spam to the quarantine, a configurable text value (default: “***Spam***”) is appended to the 
subject line and the email is delivered to intended recipient. This setting can be enabled at the company or 
user level. The options available for this setting are: 

• No: The option is disabled. 
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• Partial: This option is enabled for emails whose spam score is between 9 and 19.
• All: The option is enabled and applies to all mail. 

Easy Spam Reporting 
If this option is enabled, a single line disclaimer will be appended to each inbound email processed by 
Spambrella The disclaimer will be added to the bottom of each HTML and text email with a link to the 
Spambrella quarantine area. This allows the recipient of an unwanted email to report it directly to 
Spambrella from within the email itself, causing Spambrella’ spam engines to learn that the reported email 
was unwanted by this user and to update it’s learning to accommodate this for this user in future.  

The disclaimer reads: 
“This email has been scanned for spam and viruses by Spambrella cloud email security - click here to report 
this email as spam.” 

By clicking on the embedded link the user will be directed to the Spambrella login screen. Once they login, 
the email will be reported as misclassified. In addition, the user can also create a filter to block email from 
the sender or sender domain. 

Quarantine inbound email sent by active domains associated with this organization 
If this option is enabled suspected imposter emails that are identified as inbound messages from the 
Internet where the “from” domain is one of the company’s internal domains, will be quarantined. 

You can add IP addresses to the organizations safe sender list or create a custom filter in order by-pass this 
setting for emails from approved senders, such as an externally delivered marketing communication. 

Update Spam Detection Settings 
If the “Update spam detection settings above for all existing user accounts” checkbox is checked, the 
organization’s spam settings will replace any end-user settings that have been defined. If this setting is not 
selected than there will be no changes applied to the Spam settings your existing users. 

Inbound Sender DNS 
The “Inbound sender DNS sanity checks” provides an additional layer of protection against spam and helps 
ensure that inbound messages that might not have a destination to bounce to are not allowed in. This 
setting forces two additional DNS checks: 

1. Whether the sender domain has MX records.
• A check whether the email is bounceable and able to be returned to a sender should it be 

necessary later.
• The request will get rejected if the MAIL FROM domain has:

a. no DNS A or MX record, or
b. a malformed MX record such as a record with a zero-length MX hostname

2. Whether the sender domain contains MX records pointing to private or reserved IP ranges (e.g. 
10.0.0.0/8, 127.0.0.0/8 etc.)
• The request will be rejected if the sender domain MX points to an IP address of an internal 

network. 



While Spambrella recommends this option remain enabled, disabling this option does not pose a 
significant risk.

Spambrella allows you to manage these settings at the user level. Please use the Spambrella FAQ / 
Knowledge Base to learn more how to make changes. 

Digests 

Digests are used to allow end users to easily view a list of emails that have been quarantined. Users can 
review the digest and choose to take additional actions for each quarantined email. The digest allows users 
to take the following actions when viewing a quarantined email: 

• Release Once: Allows user to release a specific email from a sender one time. This may be 
an  email newsletter that they do not want to receive regularly or an email from a source 
that you  feel may be a legitimate source. The release function does not update the 
Spambrella spam-learning engine and does not create any rules in relation to the sender.

• Release Always: Allows the user to have the desired message released immediately and 
inform  Spambrella to create an Allow filter between the sender and recipient so that mail 
will not be qualified as Spam from this sender in future. 

To view current digest settings: 

1. Click on the Company Settings tab.
2. Click on the Digests tab. 

The digest options can be adjusted to suit each customer. These options can be applied to users directly. To 
manage a users spam threshold, go to the Spambrella FAQ / Knowledge Base to learn more how to make 
changes. 

Receive Quarantine Digests 
Specifies if a summary report is generated or not. 

Only include messages quarantined since the last Quarantine Digest was sent 
Specifies that the Quarantine digest will only be delivered when new messages have been quarantined 
since the last report was run. 

Quarantine Digest delivery start time 
Specifies when the digest delivery schedule starts. For example, if you choose 08:00, the delivery time will 
be at 8:00 AM and the interval (see below) will be based off the start time.The time represented is based on 
the time-zone of the account. 

Interval between Quarantine Digest checks 
Specifies the frequency of the quarantine digest delivery. The default value is set to 24 hours but there are 
options for 12 hours, 8 hours, 6 hours and 4 hours. The quarantine digest is sent out at 3:00 AM local time 
(depending on the time zone configuration of the company) and at other times throughout the day 
depending on the interval selected.

Spambrella Administrator Guide  
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Retention period 
Defines the period of time messages are retained in the Quarantine. 

Include messages that have been quarantined by 
If selected will include messages that have been quarantined as a result of a company, group or end user 
filter or sender list block entry.

Exclude messages from the Quarantine Digest that are most likely to be spam 
If selected any message that scores the highest possible spam score will not be included in the quarantine 
digest. Effected messages will still be visible in the user’s web-based quarantine view. 

Update Quarantine Digest Settings 
If the “Update Quarantine Digest settings for all existing user accounts” check-box is checked, the 
company quarantine digest settings will replace any end-user settings that have been defined. 

Spambrella allows you to manage these settings at the user level. Please use the Spambrella FAQ / 
Knowledge Base to learn more how to make changes.  

Emails released from the quarantine are automatically re-scanned by Spambrella. This 
includes both AV engines as well as Attachment Defense (if licensed). Emails that are 
identified as containing a virus or a malicious attachment are re-classified and cannot be 
released. 

Notifications 

Spambrella allows organizations to localize and customize the content of end-user system emails including 
the welcome email, password reset email and the quarantine digest. Content can be localized for the 
following languages: 

• English (US)
• English (UK)
• Spanish
• French
• German 

To view default notification templates: 

1. Click on the Company Settings tab.
2. Click on the Notifications tab.

Templates for all supported notification languages are displayed by default. You can limit the 
view to a specific language by selecting a value from the language drop-down. 

To edit a notification template: 

1. Click on the Company Settings tab.
2. Click on the Notifications tab. 
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3. Click on the “pencil” icon next to the template you wish to edit.

You will be directed to the Edit page of the template you selected. 

4. Edit the subject line of the template (Optional).
5. Click on the section of content you wish to edit.

Use the “pencil” icon to determine what portion of the content you can edit. Click on the area to 
enter edit mode. 

6. Click Apply to apply the changes you have made.
7. Modify the content as needed.
8. Click Save or Cancel.

By clicking Save you are updating the system default template for the notification you have 
updated. You can restore any custom template in order to change it back to an earlier version. 

To restore a template to the system default content: 

1. Click on the Company Settings tab.
2. Click on the Notifications tab.
3. Templates that have been edited will have a “restore to default” icon next to the “preview” 

icon.
4. Click the “Restore to Default” icon.

5. Click OK. 
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Content Tags 

A content tag is used to populate an email with system content such as first name, surname, primary SMTP 
address, etc. This can be very useful to ensure the email is personalized for the end user. 

To	
  add	
  a	
  content	
  tag	
  to	
  a	
  notification	
  template:	
  
1. Click on the Company Settings tab.
2. Click on the Notifications tab.
3. Edit a template and content section.
4. Select a tag from the –tags—drop-down menu.

The tag will be added where the cursor is located.

5. Move the tag (i.e., copy & paste) to where you would like it to be replaced by system-inserted
content.

6. Click Save or Cancel.

Notifications for Groups 

Users can receive notifications in a different language than the organization that they belong to. For example, 
an organization can be set with English as the notification language. But users in the Paris office can be setup 
to receive notifications in French. This is managed through the use of Groups. For more information about 
Groups, please go to Managing Users & Groups / Configuration Options for Users and Groups to learn more. 

To	
  enable	
  a	
  group	
  of	
  users	
  to	
  receive	
  notifications	
  in	
  another	
  language	
  (than	
  the	
  organization):	
  
1. Click on the Users & Groups tab.
2. Click on the Groups tab.
3. Click the Add a Group button.
4. Add users to the group.
5. Select the language from the language drop-down.
6. Click Save or Cancel.

The users in the group will now receive notifications based on the language selected.

Disclaimer 

Spambrella has made it even more convenient for customers to append an outbound disclaimer to all emails 
coming from an organization. We also offer the ability to have multiple outbound disclaimers depending on 
your department or your position within the company. You can even use different disclaimers for different 
groups of users (i.e. sales, support, marketing). 

The order of disclaimer preference is as follows: 

• The organization disclaimer is applied to all registered users
• The organization disclaimer is replaced by a user or group disclaimer (if present)
• The group disclaimer is replaced by a user disclaimer (if present)

Disclaimers can be created in both HTML and plain text using a standard WYSIWYG editor to compose email 
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disclaimers with the ability to include externally hosted images. 

Before you can add a disclaimer you will need to enable the disclaimer option in the Features section. 

To	
  enable	
  Disclaimers:	
  
1. Click on the Company Settings tab.
2. Click on the Features tab.
3. Check the Disclaimer checkbox.
4. Click Save.

To	
  add	
  a	
  Disclaimer:	
  
1. Click on Company Settings tab.
2. Click on the Disclaimer tab.
3. Copy/Paste/Edit your content using the WYSIWYG editor.
4. Click Save.

Disclaimer related changes are reflected system wide at the top of each hour. 

Spambrella allows you to create user and group specific disclaimers. Please go to Managing Users & Groups / 
Configuration Options for Users and Groups to learn more. 

Branding 

Strategic and Channel Partners have the ability to brand the user interface and quarantine digest with a 
custom logo and a specific header color. Strategic and channel administrators can only brand their own site. 
For example: A Strategic Administrator can update the brand of their site but they cannot update the brand of 
a reseller site. 

To	
  view	
  current	
  branding	
  settings:	
  
1. Make sure you are managing your company (Click on the Home button in the main navigation).
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2. Click on the Company Settings tab.

3. Click on the Branding tab.

4. Click on Choose File (and locate new logo).

5. Choose an option from the Colour Scheme selection list.

6. Click Save or Cancel.

The logo will be used on the login screen, the main user interface and the quarantine digest email. To access 
the branded login screen, follow these steps:  

To	
  locate	
  URL	
  for	
  branded	
  login	
  screen:	
  
1. Navigate to the login screen.

2. Login using your existing account.

3. The URL in the browser will change once you have successfully logged in.

4. Identify the “e_id” value from the URL.

o https://us1.proofpointessentials.com/index01.php?mod_id=3&e_id=21043

5. Logout

6. Use the eid value and update the URL as follows:

o https://us1.proofpointessentials.com/app/login.php?eid=21043

Social 

Social Media Account Protection, powered by Proofpoint’s Nexgate division, enables organizations to prevent 
account hacks, automatically remove malicious or inappropriate content, prevent unauthorized publishing 
applications, enforce compliance policy in real-time, and enable intelligent message archival. 

Social Media Account Protection is available to Advanced and Professional package subscribers only. 

To	
  enable	
  Social	
  Media	
  Account	
  Protection:	
  
1. Click on the Company Settings tab.
2. Click on the Features tab.
3. Check the checkbox next to Enable Social Media Account Protection.

Once enabled, the organization administrator will receive an email from Nexgate with login and setup
instructions.

Licensing 

Spambrella is available in 4 packages: Beginner, Business, Advanced and Professional. 

To learn more about these packages, please see: 
https://www.proofpoint.com/sites/default/files/documents/bnt_download/PPE_Packages_Datasheet.pdf 

Based on the desired level of services selecting the package type enables or disables the appropriate features 
and modules. 



User Caps 

User Caps provides Strategic and Channel Partners with the controls to more effectively monitor licenses for 
Organizations they manage. This includes the following: 

• Disable the ability of an Organization to have more active users than licenses.
• Display an In-App notification (banner) in the user interface for organization admins.
• Send an email notification to designated SMTP addresses in the event that an organization has

reached their license limit OR attempted to perform an action (load a CSV file) that would have
resulted in exceeding their license.

These controls are available to OEM Partner, Strategic Partner and Channel Administrators and can be 
customized for each Organization. In addition, these controls can be defined as a default setting that is applied 
to customers when created. To learn more about created customer templates go to: Automation Settings. 

Enable	
  User	
  Capping	
  
When enabled, this control will disable the ability for the Organization to add a new user. This will apply to all 
forms of user creation including: 

• Manual (Add a User)
• CSV Import
• Active Directory Sync
• SMTP Discovery

If this control is enabled after an Organization has already exceeding their license count, they will be unable to 
add more users but can continue to manage the users already active on the system. 

Enable	
  In-­‐App	
  Notifications	
  
When enabled, this control will display a notification in the user interface. The content of the notification is 
different based on the user role (OEM Partner / Strategic Partner /Channel Admin or Organization Admin) and 
whether User Capping is enabled. 

User Capping In-App Notifications Content for OEM Partner, 
Strategic Partner or Channel 
Admin 

Content for Organization 
Admin 

Enabled Enabled “This organization has no 
additional user licenses 
available. The number of user 
licenses needs to be increased 
before additional user 
accounts can be added. 

"You have used up all of 
your current user 
licenses. In order to add 
additional licensed users 
you must contact your 
Reseller." 

Disabled Enabled "This organization has no 
remaining user licenses 
available. 

"You have used up all of 
your current user 
licenses, you can easily 
purchase more licenses 
from your Reseller." 

Enable	
  Email	
  Notifications	
  
When enabled, this control will display provide you with the ability to enter email addresses that should 
receive an email notification when: 
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1. An organization under your management has attempted to load more users than they have been
licensed for (Only when User Capping is enabled)

2. An organization under your management has exceeded their licensed users (When User Capping is
not enabled)

In addition to specifying email addresses you can also specify the frequency you will receive the notifications: 

• Daily
• Weekly
• Monthly

To	
  enable	
  User	
  Capping	
  (OEM,	
  Strategic	
  and	
  Channel	
  Partners	
  Only)	
  
1. Click on the Company Settings tab.

2. Click on the Licenses tab.

3. Check the checkbox next to “Enable User Capping”

4. Check the Accept EULA checkbox.

5. Click Save.

To	
  enable	
  In-­‐App	
  Notifications:	
  (OEM,	
  Strategic	
  and	
  Channel	
  Partners	
  Only)	
  
1. Click on the Company Settings tab.

2. Click on the Licenses tab.

3. Check the checkbox next to “In-App Notifications”

4. Check the Accept EULA checkbox.

5. Click Save.

To	
  enable	
  Email	
  Notifications:	
  (OEM,	
  Strategic	
  and	
  Channel	
  Partners	
  Only)	
  
1. Click on the Company Settings tab.

2. Click on the Licenses tab.

3. Check the checkbox next to “Email Notifications”

4. Enter the email address you wish to notify.

5. Click Add

6. Repeat steps 4 and 5 for each additional email address you wish to notify.

7. Click on the drop-down to select notification frequency.

8. Click Save.

To	
  change	
  the	
  number	
  of	
  user	
  licenses	
  (Strategic	
  and	
  Channel	
  Partners	
  Only)	
  
9. Click on the Company Settings tab.

10. Click on the Licenses tab.

11. Enter a new value into the Licenses text field.

12. Check the Accept EULA checkbox.

13. Click Save.

To	
  change	
  to	
  a	
  different	
  package:	
  
1. Click on the Company Settings tab.

2. Click on the Licenses tab.



3. Click on the Upgrade/Downgrade button that applies.

4. Check the Accept EULA checkbox.

5. Click Save.

When choosing to upgrade or downgrade to a different package you are automatically granted a 30-day trial 
to the selected service so that you can validate the benefits firsthand. At the end of the upgrade trial period 
you will have the opportunity to confirm the upgrade or revert back to the subscribed version. If upgraded 
packages are confirmed invoicing will be invoiced at a prorated rate.  

Access Control 

The Access Control page is used to limit the permissions of a system role that is assigned to a user who has 
rights to access Spambrella. There are 5 roles available to Spambrella users and they operate with the 
following permission model: 

• OEM Partner Administrator
o Strategic Partner Administrator

§ Channel Administrator
• Organization Administrator

o End-User

An OEM partner administrator can manage strategic partner, channel, organization administrators and users. 
A strategic partner administrator can manage channel administrators, organization administrators and users 
where as a channel administrator can manage organization admins and users but not other channel admins. In 
addition, all administrator types can create and manage a user access controls. To learn more about roles go 
to: Managing Users & Groups / Understanding Roles.  

To	
  modify	
  the	
  access	
  control	
  for	
  a	
  role:	
  
1. Navigate to the login screen.

2. Login using your account.

3. Click on the Company Settings tab.

4. Click on the Access Control tab.
5. Select the role you wish to edit.
6. Click the Show/Hide button that is next to each module you wish to alter the permission setting for

that role.
7. Click Save.

Once the change has been made all users who are assigned the role that has been edited will be subject to the 
new permissions. 

Access controls only apply to the entity where they were created. Therefore Partners will need to 
customize the access of a role on each organization they manage. 

Using Templates 
Templates can be used to create common settings that are applied to a new account. When creating a new 
customer, you can select a template and all template settings will be applied.  
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Templates settings are applied during the customer creation. If a change is made to a template, it will be 
applied to all new customers created using the template. It will not apply to existing customers that were built 
using the template. 

Each template has a template name and a template id. The template id can be used when provisioning a 
customer through Spambrella Rest APIs. Information about Rest APIs is not included in this document. 

All templates are initially disabled and will not appear in the customer creation wizard. They must be enabled 
before they will be visible in the customer creation workflow.  

To	
  create	
  a	
  template:	
  
1. Navigate to the login screen.

2. Login using your account.

3. Click on the Customers tab.

4. Select the Templates tab.

5. Click on New Template button.
6. Enter the name of the template.
7. Choose the package.
8. Click on the Create Package button.

To	
  edit	
  a	
  template:	
  
1. Click on the edit icon next to the template you wish you edit.

This will launch the Edit Template screen. You can now move through each tab to configure the settings 
you want to associate with your template. 

2. Click on each tab you wish to make changes to.

Profile: Adjust default customer profile information.

Features: Enable or disable features.

Discovery: Configure SMTP Discovery settings.

Filters: Create organization wide filters.

Sender Lists: Add safe and/or blocked sender list entries.

Domains: Specify sending servers including managed hosted services.

Notifications: Customize notification content.

Access: Customize access controls.

3. Once you have made all the necessary changes to the template, click Done Editing or you can switch to
another template by selecting the template name within the drop-down list.

To	
  disable	
  /	
  enable	
  a	
  template:	
  
1. Click the slider next to the template you wish to enable or disable.
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To	
  delete	
  a	
  template:	
  
1. Click the delete icon next to the template you wish to delete.

To	
  search	
  for	
  a	
  template:	
  
1. Enter the name of the template in the search field.

Search results are returned as the template name is typed.

To	
  view	
  templates	
  by	
  package	
  type:	
  
1. Select the package type you wish to view using the drop-down list control on the Templates page.

Beginner: If selected will display templates that are associated with the beginner package.

Business: If selected will display templates that are associated with the business package.

Advanced: If selected will display templates that are associated with the advanced package.

Professional: If selected will display templates that are associated with the professional package.

Viewing Customers 
The Customers tab is available to OEM partners, strategic partner and channel administrators. It is a 
central dashboard that provides an overview for all the organizations that are being managed through 
Spambrella.   

The Customers tab allows instant and searchable access to all organizations and domains. You can review 
service activation date and renewal date. It also summarizes the number of registered users and license 
balance.  

To	
  search	
  for	
  a	
  customer:	
  
1. Click on the Customers tab.
2. Enter the customer name or a registered domain in the search text box provided.

Results are updated in real-time.

To	
  manage	
  a	
  customer:	
  
1. Click on the Customers tab.
2. Locate the customer you wish to manage.
3. Click on the Customer Name OR click Edit on the customer row.

You will be directed to the Profile page of the customer you selected.

To	
  change	
  the	
  fields	
  in	
  the	
  customer	
  table:	
  
1. Click on the Customers tab.
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2. Click on Show / hide columns.
3. Check or uncheck the columns you wish to view.

Results are updated in real time.

To view all columns available, click on the Make All Columns Available button.

To view the default set of columns, click on the Make Less Columns Available button.

To	
  export	
  the	
  customer	
  table	
  data:	
  
1. Click on the Customers tab.
2. Click on button that reflects desired format.

Copy: Will copy table contents; Clipboard can be pasted in desired application (i.e. Excel)

CSV: Will download a CSV file containing the contents of the table.

Excel: Will download an XLS file containing the contents of the table.

Print: Will update the screen to a “printer friendly view” that can be printed.

Automation Settings 

You can set default settings to apply to customers you create using the automation settings screen. This 
includes: 

• Licensing Defaults (User Capping)
• SMTP Discovery Defaults
• Customer Contact Defaults
• Customer Status Defaults
• Renewal Reminder Defaults

In addition you can apply updated defaults to all existing customers for any of these sections. Once you have 
set the defaults, make sure you click on save so that they are updated. 
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Managing Users & Groups 
In this chapter, you’ll find the following topics: 

• Understanding Roles
• Managing Users
• Managing Groups
• Export Users
• Configuration Options for Users and Groups

Understanding Roles 
There are several roles that users can be assigned. They include: 

OEM	
  Partner	
  Administrator	
  
A user with the OEM Partner Admin role is able to: 

• Manage OEM site
• Manage all strategic partner sites
• Manage all channel partner sites
• Manage all channel partner organization sites
• Manage all organization sites (direct)

Strategic	
  Partner	
  Administrator	
  
A user with the Strategic Partner Admin role is able to: 

• Manage strategic partner site
• Manage all channel partner sites
• Manage all channel partner organization sites
• Manage all organization sites (direct)

Channel	
  Partner	
  Administrator	
  
A user with the Channel Partner Admin role is able to: 

• Manage channel partner site
• Manage all organization sites (direct)

Organization	
  Administrator	
  
A user with the Organization Admin role is able to: 

• Manage organization site

End	
  User	
  
A user with the end-user role: 

• Can login to the Spambrella user interface 
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• Can access their Emergency Inbox
• Receives daily quarantine digest

Silent	
  User	
  
A user with the silent user role: 

• Cannot login to Spambrella
• Cannot access an Emergency Inbox
• Receives daily quarantine digest 

Managing Users 
Users and groups are accessed under the Users & Groups tab.  Users and groups can be added manually or 
through LDAP Discovery or CSV upload. 

An administrator can add a user and group by providing basic details through a web form. Users can only be 
added if their SMTP address domain has already been registered. 

To	
  add	
  a	
  user:	
  
1. Click on the Users & Groups tab.

2. Click on the Users tab.

3. Click on Add a User button.

4. Fill in the required information (*Required Fields).

First Name: The first name of the user.

Surname: The last name (surname) of the user.

*Email Address: The primary email address of the user.
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*User Privileges: The role of the user.

Mobile number: A mobile number for the user.

5. Click Save.

When you create an End-User a welcome email is sent by default. Users will be directed to click on an encoded 
URL in order to set their own password. 

To	
  reset	
  a	
  users	
  password:	
  
1. Click on the Users & Groups tab.

2. Click on the Users tab.

3. Locate the user you wish to update.

4. Click the users name or the edit button.

5. Click on Reset Password.

This will automatically send user an email with a link to create a new password.

To	
  update	
  a	
  user:	
  
1. Click on the Users & Groups tab.

2. Click on the Users tab.

3. Locate the user you wish to update.

4. Click the users name or the edit button.

5. Update information as needed.

6. Click Save.

To	
  delete	
  a	
  user:	
  
1. Click on the Users & Groups tab.

2. Click on the Users tab.

3. Locate the user you wish to delete.

4. Check the checkbox next to the user.

5. Click the Select list and select Delete.

6. Click Apply.

To	
  add	
  an	
  alias	
  to	
  a	
  user:	
  
1. Click on the Users & Groups tab.

2. Click on the Users tab.

3. Click on the name of the user you wish to add the alias to.

4. Click on the Aliases tab.

5. Click Add Alias.

6. Type the alias into the text box.

7. Click Save.

8. Repeat as necessary.
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Mass Update 

The Mass Update control allows you to update several settings at multiple users at once. 

Item Descr ipt ion 

Group membership Assign users to a specific group 
Role Change the role assigned to the user. This includes 

the ability to convert the user to a functional account. 
Digest  sett ings Enable delivery of the quarantine digest and other 

digest settings 
Password Update password for selected users 
Welcome Emai l  Send welcome email to all selected users 

To	
  perform	
  a	
  mass	
  update:	
  
1. Click on Users & Groups
2. Click on Users

3. Click the Select drop-down list and select Mass Update

4. Select the action you would like to perform

Assign to group: Choose a group to add the selected users to.

Role: Choose the role you wish to apply to selected users.

Receive Reports: Enable selected users to receive the quarantine digest.

Interval between report checks: Change the frequency of quarantine digest delivery.

Digest delivery start time: Change the start time for quarantine digest delivery.

Change Password: Update password for selected users.

Confirm Password: Confirm new password for selected users.

Send Welcome Email: Check to send welcome email to selected users.

Reset passwords for selected users: Check to reset passwords for selected users.

5. Select the users you wish to apply the changes to

6. Click on Update Users

If you wish to apply changes to ALL accounts, check the ”Apply changes to all user accounts checkbox”.

SMTP Discovery 

If the SMTP Discovery feature is enabled for an Organization you manage, you may need to actively manage 
discovered users. Depending on the organizations configuration discovered users would either expire or 
become new licensed user accounts. 

To	
  view	
  your	
  the	
  SMTP	
  Discovery	
  settings	
  for	
  an	
  organization:	
  
1. Navigate to the organization you would like to enable SMTP Discovery for
2. Click on Company Settings
3. Click on SMTP Discovery
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To	
  view	
  list	
  of	
  discovered	
  users:	
  
1. Click on Users & Groups
2. Click on SMTP Discovery

To	
  create	
  a	
  new	
  account:	
  
1. While on the SMTP Discovery user management page, check the user(s) you wish to create a

new account for
2. Enter the first name and surname of each user selected

3. Click the select drop-down list and select Create user  account

4. Click on Apply

To	
  create	
  a	
  functional	
  account:	
  
1. While on the SMTP Discovery user management page, check the user(s) you wish to create a

functional account for

2. Enter the name of the account (use first name)

3. Click the select drop-down list and select Create functional  account

4. Click on Apply

To	
  add	
  an	
  account	
  as	
  an	
  alias	
  to	
  another	
  account:	
  
1. While on the SMTP Discovery user management page, check the user(s) you wish to make an

alias
2. Type in the name of the account you wish to associate alias to in the OR ADD AS ALIAS field
3. Click on the user name or email address displayed
4. Click on Apply

To	
  mark	
  an	
  account	
  as	
  invalid:	
  
1. While on the SMTP Discovery user management page, check the user(s) you wish to mark as

invalid

2. Click the select drop-down list and select Mark as inval id  account

3. Click on Apply

Managing Groups 
Groups can be used to apply specific filters or append disclaimers. If you are using LDAP Discovery to sync 
with Active Directory, mail-enabled groups will automatically be created. You can also create and manage 
groups manually if needed. 

To	
  create	
  a	
  group:	
  
1. Click on the Users & Groups tab.

2. Click on the Groups tab.

3. Click on Add a Group button.

4. Enter a group name and description.

5. Select a group language (or leave it as default)



6. Click Save.

To	
  add	
  users	
  to	
  a	
  group:	
  
1. Click on Users & groups tab.

2. Click on the Groups tab.

3. Click on the Group name.

4. Click the Add Members tab.

5. Check the checkbox next to the user you wish to add to the group.

6. Click Add.

To	
  remove	
  users	
  from	
  a	
  group:	
  
1. Click on Users & groups tab.

2. Click on the Groups tab.

3. Click on the Group name.

4. Click the Remove Members tab.

5. Check the checkbox next to the user you wish to remove from the group.

6. Click Remove.

To	
  delete	
  a	
  group:	
  
1. Click on Users & groups tab.

2. Click on the Groups tab.

3. Check the checkbox next to the group you wish to delete.

4. Click the Select list and select Delete.

5. Click Apply.

Export Users 
You can export users from Spambrella to a CSV file. The export includes basic user information (email 
address, first name, last name) and all associated aliases. 

To	
  export	
  a	
  list	
  of	
  users:	
  
1. Click on the Users & Groups tab.

2. Click on the Users tab.

3. Click on CSV Export button.

Note: If the export contains entries that contain non-ascii characters, than you may experience issues when 
importing data into some spreadsheet applications. A UTF-8 capable text editor will be able to display the 
data properly.  

Configuration Options for Users and Groups 
You may need to treat certain users and/or groups of users differently than the rest of the organization. 
Spambrella allows you to apply user-specific configurations to spam settings and quarantine digest as well 
as create custom filters and disclaimers. 
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Users 

To	
  adjust	
  a	
  users	
  spam	
  settings:	
  
1. Click on the Users & Groups tab.

2. Click on the Users tab.

3. Click on the name of the user you wish to manage.

4. Click on the Spam Settings tab.

5. Make necessary adjustments.

6. Click Save.

For more information about spam settings, please refer to: Managing Customers / Configuration Options for 
Customers / Spam. 

To	
  adjust	
  a	
  users	
  disclaimer	
  preferences:	
  
1. Click on the Users & Groups tab.

2. Click on the Users tab.

3. Click on the name of the user you wish to manage.

4. Click on the Digests tab.

5. Make necessary adjustments.

6. Click Save.

For more information about digests, please refer to: Managing Customers / Configuration Options for 
Customers / Digests. 

To	
  force	
  the	
  delivery	
  of	
  the	
  digest	
  for	
  a	
  user:	
  
1. Click on the Users & Groups tab.

2. Click on the Users tab.

3. Click on the name of the user you wish to manage.

4. Click on the Digests tab.

5. Click Send Digest.

To	
  create	
  a	
  disclaimer	
  for	
  a	
  user:	
  
1. Click on the Users & Groups tab.

2. Click on the Users tab.

3. Click on the name of the user you wish to manage.

4. Click on the Disclaimer tab.

5. Copy/Paste/Edit your content using the WYSIWYG editor.
6. Click Save.

For more information about disclaimers, please refer to: Managing Customers / Configuration Options for 
Customers / Disclaimer. 

To	
  create	
  a	
  filter	
  for	
  a	
  user:	
  
1. Click on the Users & Groups tab.

2. Click on the Users tab.
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3. Click on the name of the user you wish to manage.

4. Click on the Filters tab.

5. Click on Add a Filter (or Add the First Filter)
6. Enter the filter information

Note: The filter scope is set to the user.

7. Click Save.

For more information about filters, please go refer to: Managing Customers / Configuration Options for 
Customers / Filters. 

To	
  add	
  an	
  entry	
  to	
  Safe	
  and/or	
  Blocked	
  sender	
  lists:	
  
1. Click on the Users & groups tab.
2. Click on the Users tab.
3. Add an SMTP Address (user@domain.com) or Domain (*@domain.com) to the proper table

Note: Safe Sender List will mean emails from specified senders will not be scanned for Spam. Blocked
Sender List will mean all emails from specified senders will be quarantined.

4. Click Save.

To	
  create	
  a	
  custom	
  Access	
  Control	
  for	
  a	
  user:	
  
1. Click on the Users & groups tab.
2. Click on the Users tab.
3. Click on the name of the user you wish to manage.
4. Click on the Access Control tab.
5. If you have not created an access control for the User, click on the Add Access Control button. If an

Access Control has already been created, skip to Step 7.
6. Click the Add Access Control button.
7. Click the Show / Hide button next to each control that you wish to edit.

Note: User Access Controls take priority over Role Access Controls. For example: If End-Users have Hide
set for the Spam tab but a specific user has Show set for the Spam tab, user will see the Spam tab and all
other users will not see the Spam tab.

8. Click Add.

Groups 

To	
  create	
  a	
  disclaimer	
  for	
  a	
  group:	
  
1. Click on the Users & Groups tab.

2. Click on the Groups tab.

3. Click on the name of the group you wish to manage.

4. Click on the Group Disclaimer tab.

5. Copy/Paste/Edit your content using the WYSIWYG editor.
6. Click Save.

For more information about disclaimers, please refer to: Managing Customers / Configuration Options for 
Customers / Disclaimer. 
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To	
  create	
  a	
  filter	
  for	
  a	
  group:	
  
1. Click on the Users & Groups tab.

2. Click on the Groups tab.

3. Click on the name of the group you wish to manage.

4. Click on the Group Filters tab.

5. Click on Add a Filter (or Add the First Filter)
6. Enter the filter information

Note: The filter scope is set to the group.

7. Click Save.

For more information about filters, please refer to: Managing Customers / Configuration Options for 
Customers / Filters. 
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Accessing Additional Features 
In this chapter, you’ll find the following topics: 

• Using Email Logs
• Instant Replay
• System Alerts
• Accessing Emergency Inbox
• Reports

Using Email Logs 
As the Spambrella platform processes a message, data about the message is captured and stored in a log. The 
log search feature enables you to run searches on this data using different criteria. You can then view the 
search results and drill down to details about specific messages. 

Use the log search to track messages for inbound and outbound traffic, and to track all messages for a specific 
sender, recipient, domain, or sub domain. You can also use log search to confirm whether a specific filter was 
triggered by a message and confirm the status of processing. If necessary, you can later analyze filter settings 
that may be affecting traffic.  

Searching Logs 

Access to an organizations email logs depends on your account privilege level.  Access to log search is granted 
initially to all accounts for their own email addresses only; Organization & Channel administrators have the 
ability to search logs for all licensed users and their respective email addresses.   

Please note: Logs contain information about email messages processed and not the actual message itself. 

To	
  search	
  logs	
  for	
  a	
  specific	
  user:	
  
1. Click on Logs

2. Click on the user name whose logs you wish to search

3. Choose type

Inbound: Will search against all inbound email.
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Outbound: Will search against all outbound email. 

4. Choose date range

Today

Today and Yesterday

The Last week

The Last 2 weeks

The Last 30 days

5. Choose status

Any: Will display any email associated with the user.

Quarantined: Will display email that belongs to the user and was quarantined.

Reported (misclassified): Will display email that was reported by the user as spam.
Blocked: Will display email that was blocked by Spambrella.

Cleared: Will display email that was cleared by Spambrella.

Cleared (But Queued for delivery): Will display email that was cleared by Spambrella but has not yet been 

delivered.
Cleared (but Bounced by destination): Will display email that was cleared but was bounced by destination. 
Cleared (Released from quarantine): Will display email that was cleared based on the action of a user or 
administrator

6. Enter sender, recipient and/or subject content

Wildcard Domains are supported (format: domain.com)

7. Click on Search 

Advanced search options are available. This will add the ability to search based on additional categories such 
as: 

• Filtered: Block
o Display emails that have been blocked by a filter

• Spam
o Display emails that have been classified as spam

• Virus
o Display emails that have been identified as containing a virus

• Clean
o Display emails that have been classified as clean

• Filtered: Allow
o Display emails that have been cleared by a filter

To	
  search	
  logs	
  for	
  all	
  licensed	
  users:	
  
1. Click on Logs

2. Click on Licensed Users

3. Choose on Search Options

4. Click on Search



Spambrella	
  Administrator	
  Guide	
  	
  

Viewing Search Results 

Once you perform a search the system will execute the criteria against the log data and return search results to 
the screen. You can adjust the criteria if necessary and perform a new search. 

Please note: There is a 1,000 record limit for search results. 

The search results are displayed in a table and detailed information about each message is displayed including: 

• From (Includes both ‘From’ Header and Envelope Sender when available.)

• To

• Subject

• Date/Time

• Category

• Size

• Status

To	
  view	
  details	
  about	
  a	
  specific	
  message:	
  
1. Locate the message you wish to view
2. Click on Detail next to the message in question

A pop-up window will appear and include a variety of information about the email. In addition, you can create
filters to block content directly from this screen.

To	
  create	
  a	
  filter	
  from	
  the	
  message	
  detail	
  screen:	
  
1. Click on the filter drop box

2. Select the appropriate action

block this address: Will create a filter and block all emails from this address for the user.

block this domain: Will create a filter and block all emails from this domain for the user.

In addition to viewing details about a specific message, a user or the organization administrator can view a 
message that has been quarantined. This allows the user to view the content to determine if this message 
should be released from the Quarantine or confirmed as Spam. 

To	
  view	
  a	
  specific	
  message:	
  
1. Locate the message you with to view
2. Click on View next to the message in question

A pop-up window will appear with the message and message header.

To	
  view	
  the	
  header	
  of	
  a	
  specific	
  message:	
  
1. While the message is opened, click the arrow icon and it will expand the screen to show you the

message header

To	
  download	
  a	
  specific	
  message:	
  
1. While the message is opened, click the download button and the original email message will be
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downloaded locally 

Actions 

There are a number of actions you can take on one or more messages in the email logs. 

Release	
  from	
  quarantine	
  
Will release the selected email(s) from the quarantine and deliver it to its intended recipient. 

Release	
  and	
  approve	
  
Will release the selected email(s) from the quarantine and deliver it to its intended recipient. In addition the 
sender will be added to the safe sender list. 

Resend	
  
This will re-send the selected email(s) to the user. 

Classify	
  as	
  spam	
  
This will inform the spam engine that the selected email is spam. 

Classify	
  as	
  clean	
  
This will inform the spam engine that the selected email is not spam. 

Report	
  as	
  false	
  positive	
  
This will launch a new window, which will allow you: 

• Re-classify the email as false positive
• Add a comment / explanation
• Grant permission to the spam team to review the contents of the email

Report	
  as	
  false	
  negative	
  
This will launch a new window, which will allow you: 

• Re-classify the email as false negative
• Add a comment / explanation
• Grant permission to the spam team to review the contents of the email

Hide	
  email	
  from	
  logs	
  
This will hide the email from the logs for both users and administrators. 

To	
  perform	
  an	
  action	
  against	
  one	
  or	
  more	
  messages:	
  
1. Click on Logs

2. Click on Licensed Users

3. Click the user whose logs you wish to search

4. Choose on Search Options.

5. Click on Search

6. Check the checkbox next to the message you wish to apply an action to
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7. Click the Actions drop-down list

8. Select the appropriate action

9. Click on Apply

System Alerts 
System alerts refer to email alerts that are generated and delivered automatically by Proofpoint. These alerts 
are sent to internal users who send email that is filtered by Proofpoint. System alerts are sent in the following 
conditions: 

• An email is blocked from delivery because it contains a Virus
• An email is blocked from delivery because it contains an attachment that has been identified as

malicious (Requires Attachment Defense to be enabled)
• An email is blocked from delivery because it is suspected as being spam

System alerts are sent to the internal sender. If the sender is a silent user, the alert will be sent to the 
administrator associated with the account. System alerts contain links to the original email, which users can 
use in order to view the email and release it if necessary. Emails that contain viruses or malicious attachments 
cannot be released. 

To	
  temporarily	
  disable	
  system	
  alerts:	
  
1. Locate a system alert email that you have received.
2. Click on the link that aligns to the time you wish to suspend delivery:

• 1 hour
• 3 hours
• 24 hours

3. The system will disable the delivery of an alert for the time period specified.

Accessing the Emergency Inbox 
Emergency Inbox is used to provide users access to email in the event that their mail environment is 
unavailable. Once this occurs Proofpoint will automatically begin to spool mail for the effected domain and 
the emergency inbox will immediately begin to show the spooled mail. Users are able to send new messages as 
well as reply to received messages. Users are unable to see messages that were successfully delivered prior to 
mail delivery being impacted. 



Spambrella	
  Administrator	
  Guide	
  	
  

Once email delivery has been restored any emails that a user sent (both new and replies) will be automatically 
delivered to the users inbox. 

To	
  access	
  Emergency	
  Inbox	
  (User)	
  
1. Open a web browser and navigate to the appropriate URL.
2. Enter your login email address and password.
3. Click on the Emergency Inbox tab.

A new window will launch. If email is being spooled than any spooled messages will be seen.

To	
  send	
  an	
  email	
  using	
  Emergency	
  Inbox:	
  
1. Click on the Emergency Inbox tab.
2. Click on the Create a new message icon.
3. Enter the recipient.
4. Enter the subject and message body.
5. Click the Send now icon.

To	
  reply	
  to	
  an	
  email	
  using	
  Emergency	
  Inbox:	
  
1. Click on the Emergency Inbox tab.
2. Click on the Reply to sender icon.
3. Enter the message body.
4. Click the Send now icon.

Note: Only a user or their organization administrator can access their Emergency Inbox. 
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Reports 
Spambrella provides a number of reports for both administrators and users. Reports cover areas such as: 

• Email Flow
• Bandwidth
• My Domains
• External Domains

Reports can be viewed in the user interface as well as printed and exported. 

To	
  create	
  a	
  favorite	
  report:	
  
1. Open a web browser and navigate to the appropriate URL.
2. Click on the Reports tab.
3. Select the report you wish to view.
4. Click the cog icon.

The cog icon is located on the right hand side of the screen.
5. Select Save as Favorite.
6. Enter a name for your report.

Your favorite report is now listed on the report page and can be accessed by clicking on the report name. 

To	
  export	
  a	
  report:	
  
1. Click on the Reports tab.
2. Select the report you wish to view.
3. Click the cog icon.
4. Choose Export Option.

Export to PDF

Export to CSV

To	
  schedule	
  a	
  report	
  for	
  weekly	
  delivery:	
  
1. Click on the Reports tab.
2. Select the report you wish to view.
3. Click the cog icon.

The cog icon is located on the right hand side of the screen.
4. Select Save as Favorite.
5. Enter a name for your report.
6. Click on the Schedule List tab.
7. Click Add a Report Schedule.
8. Enter a description.
9. Choose frequency.
10. Enter SMTP address for delivery.
11. Select your report from the Choose a Report (based on favorites) drop-down list.
12. Click Save.



Spambrella	
  Administrator	
  Guide	
  	
  

Archive 
In this chapter, you’ll find the following topics: 

• Configuring Spambrella Archive
• Using the Archive 

Configuring Spambrella Archive 
The Spambrella Archive leverages the journaling capability included in Microsoft Exchange. When enabled, 
journaling records a copy of all internal and external email communications in your organization and sends 
them to a dedicated mailbox on an Exchange Server. Spambrella supports Envelope Journaling only on 
Microsoft Exchange Server 2007 and 2010.  

Journaling copies the body of an email message and its transport envelope information (P2 header). The 
envelope information includes the sender and all recipients, including BCC recipients and recipients in 
distribution lists. Envelope journaling presents the information in a usable format so that the Spambrella 
Archive can retrieve the enveloped message and place it in the archive whereby it can then be subjected to the 
search and discovery functionality required. 

This guide assumes you have Journaling configured for the Exchange Server in question. For more information on 
Journaling configurations see: http://technet.microsoft.com/en-us/library/aa997525(EXCHG.65).aspx 

To	
  confirm	
  archive	
  is	
  enabled:	
  
1. Click on the Company Settings tab.

2. Click on the Features tab.

3. Ensure Enable Spambrella Archive checkbox is enabled.

4. Click Save. 

Once the Spambrella Archive has been enabled you now need to add a Microsoft Exchange Server to start 
archiving email. 

To	
  add	
  MS	
  Exchange	
  Server	
  
1. Click on the Archive tab.

2. Click on the Cog button in the top right hand side of the screen.

3. Navigate to the MS Exchange Servers section.

4. Click on Add New Connection.

5. Enter details about your environment.

Server Name: The IMAP host name that Spambrella should connect to. Port:  The 

value should be 143 (IMAP).

SSL Port: The value should be 993 (IMAP over SSL).
Username: This account that should have permissions to access the journal account. 
Password: The password that belongs to the account. 



Connection Mode: Select SSL. 

6. Click Save.

To	
  test	
  MS	
  Exchange	
  Server	
  instance:	
  
1. Click on the Archive tab.

2. Click on the Cog in the top right hand side of the screen.

3. Navigate to the MS Exchange Servers section.

4. Click Test.

To	
  edit	
  an	
  MS	
  Exchange	
  Server	
  instance:	
  
1. Click on the Archive tab.

2. Click on the Cog in the top right hand side of the screen.

3. Navigate to the MS Exchange Servers section.

4. Click Edit.

To	
  stop	
  MS	
  Exchange	
  Server	
  instance:	
  
1. Click on the Archive tab.

2. Click on the Cog in the top right hand side of the screen.

3. Navigate to the MS Exchange Servers section.

4. Click Stop.

To	
  delete	
  MS	
  Exchange	
  Server	
  instance:	
  
1. Click on the Archive tab.

2. Click on the Cog in the top right hand side of the screen.

3. Navigate to the MS Exchange Servers section.

4. Click Delete.

To	
  verify	
  connectivity	
  to	
  MS	
  Exchange	
  Server:	
  
1. Click on the Archive tab.

2. Click on the Cog in the top right hand side of the screen.

3. Navigate to the MS Exchange Servers section.

4. Locate the Active icon (checkmark).

An “checkmark” identifies proper connectivity with the MS Exchange Server.

An “X” identifies a connectivity issue with the MS Exchange Server.

Using the Spambrella Archive 
Once the Spambrella Archive has been enabled and an MS Exchange Server has been added 
successfully the archive will automatically start to collect emails from the remote server.  

Who can search the archive? 

Organization administrators have permission to search the archive for all users across the 
organization. 
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End users have permission to search their own archive. This means they can only search emails where they are 
the sender or a recipient (either directly or as a member of a group). 

To	
  search	
  the	
  archive:	
  
1. Click on the Archive tab.

2. Enter the appropriate criteria for your search.

Date / From: Select the FROM date of the range you are interested in.

Date / To: Select the TO date of the range you are interested in.

Date Type: Choose either send date, received date or archived date.

Search By: Choose the location of the message area you wish to search; includes: Subject, Body, To, From, CC,
BCC, attachment body, and attachment name.

Matches: Choose the relationship between the terms defined; includes: Any of these words (OR), All of these
words (AND), and None of these words (NOT).

3. Click Search.

Viewing Search Results 

Once you perform a search the system will execute the criteria against your archived data and return search 
results to the screen. You can further refine search criteria if necessary. There is a 1,000 record limit for search 
results. 

Search results are displayed in a table and detailed information about each message is displayed including: 

• Size (Kb)

• Sent date

• Received date

• Archive date

• From

• To

• Subject

To	
  view	
  a	
  message:	
  
1. Click on the View link next to the message in question.

To	
  download	
  a	
  message:	
  
1. Click on the Download link next to the message in question.

Downloaded emails are in EML format.

When viewing a message you can perform multiple actions for the message in question. 

To	
  view	
  the	
  list	
  actions:	
  
1. Click on the Actions drop down.

2. Select desired Option.
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Redeliver	
  
Provides users with the ability to have an archived email submitted to the Spambrella email relay service for 
redelivery to each of the messages original recipients. The email will show up in the inbox of the original 
recipients in a matter of moments. 

Forward	
  to	
  
Provides users with the ability to have an archived email forwarded to a desired email address. The email 
will show up in the inbox as an attachment from the Spambrella Archive system. 

Export	
  
Provides users with the ability to have an archived email exported in an email format, which can then be 
managed by a Microsoft Outlook client as desired. 



Appendix I – Configuring Office 365 

Before you Start 
Before continuing with the provisioning and configuration of the Spambrella service, it is 
recommended that you have the information listed below. 

Information needed for configuring Spambrella 

• MX record(s) for domain(s) you are configuring

Information needed for configuring Office 365 

• Spambrella IPs
• Smart Host for Spambrella 

Please refer to the following knowledge base article for this information: 
http://support.proofpointessentials.com/index.php?/default_import/Knowledgebase/Article/View/75/2/proofpoint-
essentials-data-centre-and-spf-information 

Setup Inbound Mail Flow 
Spambrella is deployed between the customer’s Office 365 environment and the Internet. Inbound mail is 
routed to Spambrella by changing the customer’s MX records. After email is processed by Spambrella it is 
routed to Office 365. 

Configure Spambrella 

Locate your MX record for the domain in Office 365 

1. Login to the Office 365 Admin portal.
2. Click on Domains from the left side navigation panel.
3. Select the domain you wish to manage.
4. Click Domain Settings.
5. Under Exchange Online, locate the MX row in the table from the Points to address column.
6. Keep this information readily accessible.

Register domain with Spambrella 

WARNING: Follow these steps to add a domain before you change your MX records for that domain. If you change 
your MX records before these steps are completed, you may lose mail. 
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1. Open a new browser tab and login to Spambrella.
2. Click on the Domains tab.
3. Click on Add New Domain.
4. Enter your domain name (e.g., seroom.com).
5. Select purpose (Relay).
6. Copy the MX row value from the Points to address column in the Office 365 Admin portal located 

previously in a separate tab.
7. Click Save. 

Configure Office 365 

You may want adjust your spam filtering policy in Office 365 to by-pass filtering for clean mail that is 
being sent from Spambrella.  

By-pass Spam Filtering in Office 365 

1. Login to the Office 365 Admin portal.
2. Click on Admin on the left side navigation panel.
3. Click on Exchange.
4. Click the protection link on the left side navigation panel.
5. Click on connection filter.
6. Click the pencil icon to edit the default connection filter.
7. Click connection filtering.
8. Click the + icon to add Proofpoint IP addresses to the exception list.
9. Repeat this step for each Proofpoint IP address entry.
10. Click Save.

You will need to create a rule to allow email to be sent from Spambrella. 

Add a mail flow rule to only allow email from Spambrella 

1. Login to the Office 365 Admin portal.
2. Click on Admin on the left side navigation panel.
3. Click on Exchange.
4. Click the mail flow link on the left side navigation panel.
5. Click + to access the pull down menu.
6. Select “Restrict messages by sender or recipient…” from the pull down menu.
7. In the new rule window, complete the required fields:

a. For “Name”, provide a name that is descriptive such as “Enter Only accept mail from
Proofpoint”.

b. For “Apply this rule if…” select “The Sender is located…” and “Outside the organization”.
c. For “Do the following…” select “Delete the message without notifying anyone”.
d. Deselect the “Audit this rule with severity level” option.
e. For “Choose a mode for this rule” select “Enforce”.
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f. Click More options.
g. Click add exception.
h. Select “the sender IP address is in any of these ranges or exactly matches”.
i. Add Proofpoint IP addresses to the IP address list.
j. Click OK.
k. Click Save.

Setup Outbound Mail Flow 
Spambrella is deployed between the customer’s Office 365 environment and the Internet. Outbound mail is 
routed to Spambrella by setting up a connector. This will route all outbound email to Spambrella. 

Configure Spambrella 

Enable Outbound Relaying 

1. Login to your Spambrella interface.
2. Click on the Features tab.
3. Check Enable Outbound Relaying.
4. Click Save. 

Add a Sending Server 

1. While logged into your Spambrella interface, click on the Domains tab.

2. Click on Managed Hosted Services.

3. Choose Office 365.

4. Click Save. 

Spambrella uses the latest IP ranges for Office 365 published by Microsoft. 

Configure Office 365 

In order to configure this scenario, you must create an outbound connector that routes mail to your specified 
server. 

1. Login to the Office 365 Admin portal.
2. Click on Admin on the left side navigation panel.
3. Click on Exchange.
4. Click the mail flow link on the left side navigation panel.
5. Click connectors.
6. Click + to access the pull down menu.

a. For “From” select “Office 365”.
b. For “To” select “Partner Organization”.
c. Click Next.
d. For “Name”, provide a name.
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e. For “Description”, provide a description.
f. Leave the “turn it on” checked (enabled).
g. Click Next.
h. For “When do you want to use this connector?” select “Only when email messages are sent

to these domains”
i. Click +.
j. Enter * to specify all domains.
k. Click OK.
l. Click Next.
m. For “How do you want to route email messages?“ select “Route email through these smart

hosts”.
n. Click +.
o. Enter Proofpoint smart host value (i.e., outbound-us1.ppe-hosted.com)
p. Click Save.
q. Click Next.
r. For “How should Office 365 connect to your partner organization's email server?” choose

your preferred approach.

If you choose “Always use Transport Layer Security (TLS) to secure the connection”, please choose 
“Any digital certificate, including self-signed certificates“. 

s. Click Next.
t. Click Next.

In order to validate the connector you will need to add an email address to send results to. 

u. Click +.
v. Enter an email address.
w. Click OK.
x. Click Validate.

Use validation results to troubleshoot any configuration problems that are identified. 

y. Click Save.




